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AI Incident Response Plan Form
	Incident Details

	Date and time incident discovered
Click or tap to enter a date.
	Date and time incident occurred (if different)
Click or tap to enter a date.

	Person who discovered incident
Click or tap here to enter text.
	Person who reported incident
Click or tap here to enter text.

	Incident type and severity level
Click or tap here to enter text.
	AI system involved (name, vendor, version)
Click or tap here to enter text.

	Scope of Impact

	Number of individuals affected
Click or tap here to enter text.
	Types of personal information involved
Click or tap here to enter text.

	Was AI-generated personal information affected
Click or tap here to enter text.
	Systems and data sources involved
Click or tap here to enter text.

	Duration of incident
Click or tap here to enter text.

	

	Root Cause Analysis
	

	Primary cause (human error, system failure, policy violation, vendor issue, security breach)
Click or tap here to enter text.

	Contributing factors
Click or tap here to enter text.

	Why existing controls did not prevent the incident
Click or tap here to enter text.
	

	Response Actions Taken
	

	Immediate containment measures
Click or tap here to enter text.

	Notifications made (who, when, how)
Click or tap here to enter text.

	Investigation activities
Click or tap here to enter text.

	Remediation actions
Click or tap here to enter text.

	Timeline of all actions
Click or tap here to enter text.

	GDCDPA Compliance Assessment

	Which GDCDPA requirements were violated (if any)
Click or tap here to enter text.
	

	☐ Did proper authority exist for AI use
☐ Were required notices provided?
☐ Was consent obtained (if required)
	☐ Were retention schedules followed
☐ Were accuracy requirements met


	Lessons Learned
	

	What worked well
Click or tap here to enter text.
	What needs improvement
Click or tap here to enter text.

	Recommended policy changes
Click or tap here to enter text.

	Recommended technical controls
Click or tap here to enter text.

	Training needs identified
Click or tap here to enter text.




This document was developed with the assistance of AI tools. Human editors have reviewed and edited the document and are responsible for the content.
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