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Data Governance Prompt Library for State Agencies 
QUICK REFERENCE Guide
This table provides a quick overview of each prompt and its primary use case:
	Prompt #
	Prompt Name
	Primary Use Case

	Master
	Master System Prompt
	Initialize AI expertise for all sessions

	1
	Metadata Curation
	Create comprehensive metadata profiles

	2
	Business Glossary
	Define enterprise terminology

	3
	Data Quality Rules
	Establish validation and monitoring rules

	4
	Data Classification & Privacy
	Assess privacy and security requirements

	5
	Data Stewardship Assignment
	Define governance roles and responsibilities

	6
	Policy & Standards Alignment
	Evaluate AI readiness and compliance

	7
	Cross-Agency Interoperability
	Enable data sharing and standardization

	8
	NIEM Core Mapping
	Map to national information exchange standards

	9
	NIEM Readiness Assessment
	Assess NIEM adoption maturity

	10
	Data Lineage & Flow
	Document data movement and transformations

	11
	Data Sharing Agreements
	Identify legal and technical requirements

	12
	Master Data Management
	Identify enterprise master data opportunities

	13
	Archival & Retention Strategy
	Plan data lifecycle management

	14
	API & Data Product Design
	Design consumable data products

	15
	AI/ML Readiness & Bias
	Evaluate datasets for ethical AI use

	16
	Data Migration Planning
	Plan system transitions and data movement

	Red Flag
	Red Flag Analysis
	Identify governance and trust risks



How Agencies Should Use These Prompts 
These prompts are designed to help mature data governance practices using Generative AI.
Agencies should:
Check with your agency’s Information Security Officer (ISO) to determine if there is any risk to sharing particular table schemas with public LLM’s
Provide table schemas, sample records (if allowed), and existing documentation
Treat outputs as drafts, not final authority
Review and approve all AI-generated content through established governance processes
Start each session with the Master System Prompt to initialize AI expertise
Combine multiple prompts as needed for comprehensive analysis
Troubleshooting Tips
If AI outputs are too generic:
Provide more context about your agency mission and data use cases
Include sample data values or existing documentation
Specify your agency's maturity level and resource constraints
If assumptions seem incorrect:
Ask the AI to explain its reasoning
Provide corrections and ask it to regenerate
Use more specific technical details in your prompt
MASTER SYSTEM PROMPT (Use Once Per Session)
Agencies should start every session with this prompt to establish AI expertise and guidelines:
[copy and paste below into the LLM as plain text]
	You are a Senior State Government Data Governance Expert with deep knowledge of:
· Public sector data management
· Data governance frameworks
· Metadata standards (NIEM, DCAT, DAMA-DMBOK)
· Data quality, privacy, and ethical AI principles
· Commonwealth and state agency operating environments
· State-specific compliance requirements (FOIA, public records laws, retention schedules)

Your role is to help mature an agency’s data governance program.
You must:
· Use clear, plain language suitable for non-technical audiences
· Avoid inventing facts or business rules
· Flag assumptions and uncertainties
· Highlight data quality, privacy, and compliance considerations
· Produce outputs that can be reviewed and approved by humans
· Ask if the dataset contains personally identifiable information before proceeding
· Consider state and federal regulatory requirements

If information is missing, ask clarifying questions before proceeding.



1. METADATA CURATION PROMPT (TECHNICAL + BUSINESS METADATA)
Use <Shift> <Enter> to add a new paragraph and copy and paste this text after the Master System Prompt: 
	Using the following table schema(s), generate a complete metadata profile suitable for a state data catalog.

<<INSERT TABLE SCHEMA(S) HERE>>

For each table and column, provide:
· Plain-language description (non-technical)
· Business purpose and typical use cases
· Data type and format
· Example values (synthetic only)
· Sensitivity classification (Public, Internal, Confidential, Highly Confidential)
· PII or sensitive data indicators (Yes/No + rationale)
· Data steward role (suggested)
· Update frequency (if inferable)
· Known or potential data quality risks
· Lineage/Source system
· Retention requirements (if applicable)
· Related datasets or dependencies

Assumptions:
· Do NOT fabricate business rules
· Clearly label inferred metadata as “AI-Suggested”
· Highlight any areas that require agency validation




2. BUSINESS GLOSSARY TERM CREATION PROMPT
Use <Shift> <Enter> to add a new paragraph and copy and paste this text after the Master System Prompt: 
	Using the following table schema(s) and column names, create draft business glossary terms appropriate for a statewide data governance program.

<<INSERT TABLE SCHEMA(S) HERE>>

For each glossary term, provide:
· Business-friendly definition (no technical jargon)
· Acronyms or alternate names
· Example usage in a sentence
· Related terms
· Steward/Owner role (suggested)
· Whether the term is authoritative, derived, or contextual

Rules:
· Avoid agency-specific slang unless evident from the schema
· Flag terms that may conflict with existing enterprise definitions
· Clearly identify terms that need legal or policy review





3. DATA QUALITY RULE SUGGESTION PROMPT
Use <Shift> <Enter> to add a new paragraph and copy and paste this text after the Master System Prompt: 
	Review the following table schema(s) and propose data quality rules aligned to public-sector best practices.

<<INSERT TABLE SCHEMA(S) HERE>>

For each table/column, suggest:
· Validity rules (format, range, allowed values)
· Completeness expectations
· Consistency checks
· Timeliness expectations
· Uniqueness constraints (if applicable)
· Priority level (Critical/High/Medium/Low)
· Estimated implementation effort (Low/Medium/High)

Also include:
· Common failure modes seen in state government data
· Which rules are candidates for automated monitoring
· Which rules require business validation

Do not assume perfection—be pragmatic.







4. DATA CLASSIFICATION & PRIVACY REVIEW PROMPT
Use <Shift> <Enter> to add a new paragraph and copy and paste this text after the Master System Prompt: 
	Analyze the following table schema(s) from a privacy, confidentiality, and ethical use perspective.

<<INSERT TABLE SCHEMA(S) HERE>>

Provide:
· Recommended data classification per table and column based on Virginia’s Sec 540 Standard
· PII categories (direct, indirect, sensitive)
· Re-identification risk considerations
· Recommended access controls (role-based, masked, aggregated) based on Virginia’s Sec 530 Standard
· Retention considerations based on the Library of Virginia’s retention schedules
· Special considerations for AI or analytics use

If ambiguity exists, explain the risk and recommend next steps.




5. DATA STEWARDSHIP & GOVERNANCE ASSIGNMENT PROMPT
Use <Shift> <Enter> to add a new paragraph and copy and paste this text after the Master System Prompt: 
	Based on the following dataset schema(s), propose a draft data governance operating model.

<<INSERT TABLE SCHEMA(S) HERE>>

Include:
· Suggested Data Owner role and responsibilities
· Suggested Data Steward role and responsibilities
· Decision rights (what each role approves)
· Escalation paths for data issues
· Governance forums where decisions should occur

Assume a typical state agency structure and limited resources.




6. POLICY & STANDARDS ALIGNMENT PROMPT 
Use <Shift> <Enter> to add a new paragraph and copy and paste this text after the Master System Prompt: 
	Evaluate the following dataset schema(s) against common state data governance and AI readiness expectations.

<<INSERT TABLE SCHEMA(S) HERE>>

Assess alignment with:
· Data governance best practices including EA-225 Information Standard
· Open data readiness
· AI and analytics suitability
· Ethical and responsible data use based on the Government Data Collection and Dissemination Practices Act and Virginia’s EO-30

Identify:
· Gaps that would block AI or advanced analytics
· Documentation or controls that are missing
· Quick wins vs long-term improvements

Present findings as a clear, prioritized checklist.




7. CROSS-AGENCY INTEROPERABILITY PROMPT 
Use <Shift> <Enter> to add a new paragraph and copy and paste this text after the Master System Prompt: 
	Review the following table schema(s) and identify opportunities for cross-agency reuse and standardization.

<<INSERT TABLE SCHEMA(S) HERE>>

Provide:
· Columns that may represent common concepts (e.g., Person, Address, Case, Program)
· Suggested standard definitions
· Risks of inconsistent definitions across agencies
· Recommendations for enterprise alignment

Flag anything that could cause confusion or misinterpretation if shared.



8. NIEM CORE MAPPING PROMPT (INTEROPERABILITY & STANDARDIZATION)
Use <Shift> <Enter> to add a new paragraph and copy and paste this text after the Master System Prompt: 
	You are a data standards and interoperability expert with deep experience implementing NIEM Core in state government environments.

Using the following table schema(s), map agency-specific data elements to NIEM Core components where appropriate.
<<INSERT TABLE SCHEMA(S) HERE>>

For each table and column, provide:
· Recommended NIEM Core class or element name
· NIEM namespace (e.g., nc, person, location, structures)
· Mapping confidence level (High / Medium / Low)
· Mapping type (Exact match, Close match, Requires extension, No appropriate NIEM element)
· Rationale for the mapping decision

Also include:
· Columns that should NOT be mapped to NIEM Core and why
· Fields that may require a NIEM extension and suggested extension names
· Any semantic ambiguities or conflicts with NIEM definitions
· Risks of incorrect mapping for data sharing or analytics

Rules:
· Do NOT force a NIEM mapping where none exists
· Prefer semantic accuracy over convenience
· Clearly flag all assumptions
· Recommend validation steps with NIEM documentation or governance bodies




9. NIEM READINESS & INTEROPERABILITY ASSESSMENT PROMPT
Use <Shift> <Enter> to add a new paragraph and copy and paste this text after the Master System Prompt: 
	Based on the NIEM Core mappings for the following schema(s), assess the dataset’s readiness for NIEM-based information exchange.

<<INSERT TABLE SCHEMA(S) HERE>>

Provide:
· Overall NIEM readiness rating (High / Medium / Low)
· Strengths supporting NIEM adoption
· Gaps requiring remediation
· Recommended sequencing (what to fix first)
· Governance decisions required before external sharing

Present results in a concise, executive-friendly summary.



10. DATA LINEAGE & FLOW DOCUMENTATION PROMPT
Use <Shift> <Enter> to add a new paragraph and copy and paste this text after the Master System Prompt: 
	Using the following table schema(s) and system information, document the data lineage and flow.

<<INSERT TABLE SCHEMA(S) AND SYSTEM CONTEXT>>

For each dataset, provide:
· Source system(s) and origin point
· Transformation steps applied
· Intermediate storage or processing locations
· Destination systems or consumers
· Data movement frequency and triggers
· Dependencies on other datasets
· Known data quality controls in the pipeline
· Break points where data quality may degrade

Highlight:
· Critical failure points
· Manual intervention steps
· Transformation logic that needs documentation
· Opportunities for automation or improvement




11. DATA SHARING AGREEMENT REQUIREMENTS PROMPT
Use <Shift> <Enter> to add a new paragraph and copy and paste this text after the Master System Prompt: 
	Review the following dataset schema(s) to identify requirements for a formal data sharing agreement.

<<INSERT TABLE SCHEMA(S) HERE>>

Provide:
· Required legal and compliance provisions
· Technical security controls needed
· Data minimization opportunities
· Permitted and prohibited uses
· Re-disclosure restrictions
· Breach notification requirements
· Audit and monitoring provisions
· Data refresh/update obligations

Flag any statutory barriers to sharing.



 
12. MASTER DATA MANAGEMENT (MDM) OPPORTUNITY ASSESSMENT PROMPT
[bookmark: _Hlk221625606]Use <Shift> <Enter> to add a new paragraph and copy and paste this text after the Master System Prompt: 
	Analyze the following schema(s) to identify master data management opportunities.

<<INSERT TABLE SCHEMA(S) HERE>>

Identify:
· Potential master data domains (Person, Organization, Location, etc.)
· Duplicate or redundant data elements across systems
· Recommended golden record attributes
· Data quality prerequisites for MDM
· Suggested matching/linking strategies
· Governance requirements for master data
· Quick wins vs. enterprise-scale MDM initiatives

Present findings with implementation complexity estimates.



 
13. DATA ARCHIVAL & RETENTION STRATEGY PROMPT
Use <Shift> <Enter> to add a new paragraph and copy and paste this text after the Master System Prompt: 
	Based on the following schema(s), recommend a data archival and retention strategy based on the Library of Virginia’s retention schedules.

<<INSERT TABLE SCHEMA(S) HERE>>

Provide:
· Recommended retention periods by table/category
· Legal or regulatory retention drivers
· Business value retention drivers
· Archival triggers and methods
· Active vs. archived access patterns
· Storage cost optimization opportunities
· Deletion/destruction protocols
· Exception handling for legal holds

Consider both compliance obligations and operational needs.



 
14. API & DATA PRODUCT DESIGN PROMPT
Use <Shift> <Enter> to add a new paragraph and copy and paste this text after the Master System Prompt: 
	Using the following schema(s), design a data product or API suitable for agency or public consumption.

<<INSERT TABLE SCHEMA(S) HERE>>

Provide:
· Recommended API endpoints or data product structure
· Fields to include vs. exclude (with privacy rationale)
· Aggregation or anonymization strategies
· Query patterns to support
· Rate limiting or access control recommendations
· Documentation requirements
· Service level expectations
· Update frequency and latency considerations

Focus on usability, privacy, and sustainable operations.



 
15. AI/ML READINESS & BIAS ASSESSMENT PROMPT
Use <Shift> <Enter> to add a new paragraph and copy and paste this text after the Master System Prompt: 
	Evaluate the following dataset schema(s) for AI/ML readiness and potential algorithmic bias.

<<INSERT TABLE SCHEMA(S) HERE>>

Assess:
· Data sufficiency for training/testing
· Feature quality and representativeness
· Missing data patterns and implications
· Potential protected class proxies
· Historical bias encoded in data
· Fairness considerations by use case
· Recommended fairness metrics
· Data augmentation or balancing needs
· Ethical guardrails for AI use

Provide specific mitigation strategies for identified risks.



 
16. DATA MIGRATION PLANNING PROMPT
Use <Shift> <Enter> to add a new paragraph and copy and paste this text after the Master System Prompt: 
	Based on the source and target schemas below, develop a data migration strategy.

<<INSERT SOURCE SCHEMA>>
<<INSERT TARGET SCHEMA>>

Provide:
· Field-by-field mapping with transformation rules
· Data quality prerequisites
· Migration sequence and dependencies
· Validation and reconciliation approach
· Rollback strategy
· Performance considerations
· Cutover plan outline
· Post-migration monitoring requirements

Highlight high-risk migrations requiring special attention.




Optional: “Red Flag” Prompt (Governance Safety Net)
Use <Shift> <Enter> to add a new paragraph and copy and paste this text after the Master System Prompt: 
	Review the following schema(s) and identify any red flags that could undermine trust, compliance, or AI outcomes.

<<INSERT TABLE SCHEMA(S) HERE>>

Look for:
· Ambiguous fields
· Poorly named columns
· Overloaded meanings
· Hidden PII
· Data collected “just in case”
· Ethical or bias risks
· Compliance vulnerabilities
· Data quality landmines

For each red flag, explain the risk and suggest remediation.


 
Additional Resources
For more information on data governance best practices:
· DAMA-DMBOK (Data Management Body of Knowledge)
· NIEM (National Information Exchange Model) - https://www.niem.gov
· DCAT (Data Catalog Vocabulary) - W3C Standard
· ODGA Resources – odga.virginia.gov/resources


This document was developed with the assistance of AI tools. Human editors have reviewed and edited the document and are responsible for the content.

Created by:  Chris Burroughs 		Page 1

image1.png
Office of Data
Governance
and Analytics




image2.svg
         Office of Data Governance and Analytics                                            Office of Data Governance and Analytics                                     


