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Data Management Maturity Assessment (DMMA) Prescription Guide
How to Use this Guide: 
After completing the Data Management Maturity Assessment, use this guide to identify actionable steps for improvement.
For each question, locate the number you selected (0–4) and review the corresponding recommendations. These are tailored to help your agency advance to the next level of maturity in that specific area.
Repeat this process for each question to build a comprehensive improvement plan.
For help implementing the given recommendations, please contact odga@odga.virginia.gov.
People and Culture
Question 1)
How is data accountability and ownership managed across the whole organization?
0
· Define the key role of data owner (usually the agency head or agency upper management) and identify an agency data steward (usually a business user that understands the business rules and application).  
1
· [bookmark: _Hlk150156219]Develop an agency data inventory and share with the Commonwealth of Virginia data catalog.
· Assign data owners and data stewards for each core/critical data set
2
· Assign data owners and data stewards for all data sets
· Establish an agency data governance working group or steering committee to develop your data governance strategy and identify gaps.
3
· Create the mission and vision for agency Data Governance
· Create a data governance outreach program to drive maturity across the agency by leveraging ODGA’s resource library.
· Identify metrics to measure the efficacy of programs.
Question 2)
What cost and value is understood from data, and the output derived from that data by the organization as a whole?
0-1
· Develop an agency data inventory and share with the COV data catalog.
· Identify data assets for sharing on the Open Data portal or in the Commonwealth Data Trust.
2
· Measure open data value through monthly views.
· Collaborate with other Commonwealth Data Trust members to share data resources and repositories
3
· Building an internal metadata standard and explore publication of additional data assets.
· Leverage COV’s central business glossary and data catalog and track key metrics.
· Develop a strategy to value data assets - how much do assets cost to curate, maintain, purchase, and what value is received from these assets? Are investments in line with the agency's priorities?
Question 3)
How is data presented in the organization?
0-1
· Develop a data dictionary to document data assets with relevant context to enable a common understanding.
2
· Document business terms to standardize understanding and enter them in the COV business glossary.  
3
· Using ODGA’s metamodel tool, map end to end business processes including data transformation to facilitate understanding.  
· Invest in master data management to provide a single point of reference for essential data, even when it is derived from multiple systems.
Question 4)
Do specific roles exist for data management activities, e.g. Data Steward, Data Architect, Data Analyst, Report Developer?
0-1
· Define the key role of data owner (usually the agency head or agency upper management) and identify an agency data steward (usually a business user that understands the business rules and application).  
2
· Create a RACI for your key data governance roles based on the template in the ODGA resource library.
· Create job descriptions for key data governance roles based on the job descriptions in ODGA resource library.
3
· If your agency does not have a data architect, partner with ODGA to develop your data architecture diagrams.
· Identify an internal report developer and provide them the metadata for core systems.  If you need help creating reports or enhancing your existing reports, contact ODGA who has dedicated report developers.
Question 5)
Are data improvement proposals sponsored at a senior management level?
0-1
· Participate in the Data Stewards Group.
2
· Apply to be a member of the Executive Data Board or the Data Governance Council.
3
· Escalate data improvement issues to the COV CDO for sponsorship.
Question 6)
Are data management issues and/or risks recorded in auditable logs and/or risk registers?
0-1
· Partner with ODGA to scan unstructured and structured data to identify PII and other regulatory data
· Create a log in Excel using the template in the ODGA Resource Library and include mitigation steps.
2
· Submit data risks in Archers Risk Register.
· Develop data risk KPI’s using use ODGA templates located in the ODGA Resource Library.
3
· Report data risks to the Executive Data Board for greater visibility and oversight.
Question 7)
How are data management principles and goals embedded into wider policy documents?
0-1
· Inventory existing data governance policies and perform a gap analysis.  
· Leverage best practices and templates in the ODGA resource library.
2
· Identify areas with standards already in place and areas with missing documentation and standards
· Ensure data policies have clear sanctions for violations 
3
· Develop data management metrics and assign accountability.
Question 8)
What is the organization's approach/capability around data analytics?
0-1
· Contact ODGA for assistance developing PowerBI dashboards with your agency’s data so your leaders can have the data they need to make informed decisions.
2
· If you need data from other agencies to perform analytics, become a member of the Commonwealth Data Trust and work with ODGA to identify data needs from other agencies and develop PowerBI reports.
3
· Predictive Analytics requires both tools and data science skills.  If your agency needs help, please contact ODGA to help you build AI/ML models.
Data Activities
Question 9)
Is data collected for which there is no obvious purpose or value?
0-1
· Submit datasets to the COV data catalog and partner with the data owner to determine if the data is relevant.
2
· Partner with ODGA to build data models and develop data lineage diagrams to identify data that is not part of your agency’s key business processes.
3
· Review your agency’s data retention policy and perform a gap analysis.  Dispose of records that are not required to be retained per the policy.
Question 10)
Is the quality of data regularly problematic in terms of frequent and/or repeatable operations?
0-1
· Work with your IT team to add field level controls in your applications.
· Empower your data stewards to manage data quality using ODGA’s Data Quality tool
2-3
· To improve the quality of citizen information, leverage the address, email, and phone validation software from ODGA and integrate it into your apps.
· Establish data quality metrics by partnering with ODGA to run a data profile scan.
Question 11)
Are there multiple copies of the datasets with little or no reconciliation?
0-1
· Develop an agency data inventory and share with the COV data catalog.
2
· Ensure all data assets have accurate metadata and then reconcile similar data sets.
· Create Data lineage maps and distinguish data sets that are part of the system of record or the data warehouse.  Ensure all reporting is done from the system of record or data warehouse versus individual or department copies.  
3
· Invest in master data management to provide a single point of reference for essential data, even when it is derived from multiple systems.


Question 12)
How (if at all) are meta and reference data management used in the organization?
0-1
· Develop a data dictionary to document data assets with relevant context to enable a common understanding.
· Ensure the data steward has established metadata for all sensitive data assets.  (NOTE: ODGA has curated the metadata for data sets that are shared in the Commonwealth Data Trust. Please see ODGA to help you get started).
2
· Ensure the data steward curates the metadata for non-sensitive systems.
3
· Identify potential reference data and the authoritative sources for that data (e.g., agency names, lookup tables) which are common across multiple applications.
· Develop and communicate reference data sets to all data stewards and report developers.
Question 13)
Are those working with the data constantly 'running to stay still' to deliver the required outputs?
0-2
· Leverage ODGA’s automated tools like Purview and Informatica Data Quality to jumpstart your data governance program.
Question 14)
Are data activities prioritized over other things that need to be done?
0-1
· Establish an agency data governance working group or steering committee to develop your data governance strategy and identify gaps.
· Develop a multi-year roadmap for data governance projects.
2
· Partner with ODGA to profile your data and develop quality metrics to highlight data issues.
· Develop a data improvement plan with the “as is” state and the “to be” state.
3
· Define data improvement deliverables and set SMART goals for the data owners and stewards to achieve milestones.
Question 15)
Is there an understanding of best practice in data management and/or formal data governance?
0-1
· Leverage best practices and templates in the ODGA resource library.
· Share the ODGA-developed data owner and data custodian with your team.
· ODGA provides a scholarship for over 600 data governance classes to one employee of each agency that is a member of the Commonwealth Data Trust.
· ODGA can scan your metadata using Microsoft Purview to identify sensitive data elements (e.g., social security number, PII) and provide a platform for you to curate your data.
2-3
· Join the Executive Data Board, Data Governance Council, or the Data Stewards Group to learn best practices from ODGA and other agencies.
· Identify regulatory compliance issues by partnering with ODGA to scan your structured and unstructured data for PII and other sensitive information.  
Question 16)
Does your organization have an approach/plan to improving data quality, and if so how is that manifested?
0-1
· Establish a baseline data quality score by partnering with ODGA to profile your data using Informatica Data Quality.
2
· Develop a roadmap to improve your data quality score.
· Define data improvement deliverables and set SMART goals for the data owners and stewards to achieve milestones.
3
· Leverage Informatica’s data quality tool to correct your duplicate data
· Cleanse existing addresses, email and phone information using ODGA’s Data Quality tool.
· To improve the quality of citizen information, leverage the address, email, and phone validation software from ODGA and integrate it into your apps.
Question 17)
How secure is the organization's data and how is that security maintained and audited?
0-1
· Document all federal, state, local and other regulatory requirements that apply to your systems and data.
· Develop an agency data inventory to ensure you know where your data assets are
· Review your agency's data classification policies and procedures and identify unclassified or incorrectly classified data. 
· Create a project plan to classify data with clear deliverables.
· Partner with ODGA to scan your metadata using Microsoft Purview and BigID and identify sensitive data elements (e.g., social security number, PII) and provide a platform for you to curate your data.
2-3
· Log any data risks in a risk register and manage the remediation
· Subscribe to VITA’s Data Loss Prevention service to ensure data is not inappropriately leaving your agency.
· Meet with your ISO and AITR to determine if any risk assessments have been completed and any gaps need to be managed.  
· Review your System Security Plans (SSP) to ensure your systems and data comply with Sec 501 and Sec 525.
Business Process
Question 18)
Does your organization have repeatable/documented processes to undertake the most frequent data operations??
0-1 
· Inventory existing data operations processes and perform gap analysis. 
· Review sample ETL (Extract, Transform, and Load) documentation in the ODGA resource library. 
2 
· Document your ETL business rules.  If you need assistance, you can partner with ODGA to have a business analyst develop the documentation for you. 
3 
· Automate your data ingestion pipelines to ensure consistency. 
Question 19)
How are business processes aligned to external returns and reporting obligations?
0-1 
· Using ODGA’s metamodel tool, map end to end business processes including data transformation to facilitate understanding. 
2-3 
· Understand data dependencies between tables and reports by partnering with ODGA to scan your data sets and PowerBI reports. 
· Partner with ODGA to build data models and develop data lineage diagrams to understand data sets that are the source for reports. 
Question 20)
How are issues tracked, resolved and audited?
0-1 
· Create a log in Excel using the template in the ODGA Resource Library. 
· Submit data risks in Archers Risk Register. 
· Develop data risk KPI’s using ODGA templates located in the ODGA Resource Library. 
2 
· Report data risks to the Executive Data Board for greater visibility and oversight. 
· Create a process for tracking data-related incidents using tools such as Archer, Service Now, or Jira. 
3 
· Implement an ITIL-compliant problem management process to address recurring issues and identify the source of data issues. 
· Partner with ODGA on data root cause analysis investigations. 
Question 21)
How cross-functional is collaboration to mitigate risks/fix problems with data?
0-1 
· Develop an internal cross-functional data governance council to review data issues 
2-3 
· Add data projects to your agency’s project portfolio and ensure it gets prioritized to reduce risk. 
Question 22)
How are data management processes integrated with wider business processes?
0-1 
· Create data flow diagrams using a tool like Visio to show how data moves across systems. 
2-3 
· Using ODGA’s metamodel tool, map end to end business processes including data transformation to facilitate understanding.   
Question 23)
How is the impact of organization change assessed against current or future data management capabilities?
0-1 
· Involve your data governance working group in system and organizational process changes.  
2 
· If your IT team has a change management process, include members of the data governance team to participate and evaluate impact of change on data assets 
3 
· Ensure new projects have a data risk analysis completed during the project initiation phase. 
Question 24)
Do you measure data quality? If so, how do you set your metrics and who monitors them?
0-1 
· Establish a baseline data quality score by partnering with ODGA to profile your data using Informatica Data Quality. 
2 
· Develop a roadmap to improve your data quality score. 
· Define data improvement deliverables and set SMART goals for the data owners and stewards to achieve milestones. 
3 
· Provide monthly data quality scorecards and share with ODGA for increased visibility. 
Question 25)
How does data support evidence-based decision making?
0-1 
· Develop an inventory of your existing reports and dashboards and perform a gap analysis with key business stakeholders. 
2 
· Rationalize the reports and dashboards to ensure they’re providing business value and create reports to support decision-making. 
· Ensure the reports are generated from quality sources and metadata is well understood.   
3 
· Partner with ODGA to develop data lineage diagrams showing the data sources for reports used in decision-making. 
Question 26)
Is there a business continuity process/strategy for data assets?
0-1 
· The data owner should review IT’s backup schedules to ensure core data meets Recovery Time Objectives (RTO’s) and Recovery Point Objectives (RPO’s). 
· Work with IT to test the restoration of datasets at least annually. 
2-3 
· Partner with IT to make immutable air-gapped backups for critical data to avoid data loss during a ransomware attack.  (Immutable backups are read only and typically are stored offline or with no network connection) 
· Establish recovery plans for critical datasets or applications within agency and understand the time needed to restore the data.  Create manual workaround for data entry if systems are unavailable for an extended period. 
Business Process
Question 27)
How well does the wider business understand the role of IT around managing and using data?
0-1 
· Review the roles and responsibilities job aid in the ODGA Resource library. 
· Ensure data owners complete the ODGA developed data owner training in compliance with Sec 501 role-based training. 
2 
· Create a RACI to document the roles and responsibilities of key positions based on the RACI in the ODGA Resource Library.  
3 
· Document the business rules used to transform data and any calculations and validate with IT. 
Question 28)
What does the function of data architecture do in your organization (if it exists)?
0-1 
· Identify the person responsible for data architecture. 
· If your agency does not have a data architect, partner with ODGA to develop Data architecture diagrams for core systems 
2-3 
· Review data architecture diagrams and ensure they are current and accurate. 
· Review VITA’s Enterprise Architecture standards and perform a gap analysis with your systems 
Question 29)
How do technology solutions support the organization's data lifecycle (e.g. acquire, clean, use, archive, purge)?
0-1 
· If data is received from external sources, validate, and cleanse the data prior to ingesting it. 
· Develop an agency data inventory and share with the COV data catalog. 
2 
· Identify end of life software and create a roadmap to retire or replace it. 
· Create management data validation reports to identify issues early in the lifecycle (e.g., report null values, duplicate records). 
3 
· Review your agency’s data retention policy and perform a gap analysis.  Dispose of records that are not required to be retained per the policy. 
· Partner with IT to develop a data lifecycle management program so archive data can be moved to less expensive storage. 
Question 30)
How is data mastered and modelled?
0-1 
· If your agency does not have a data architect, partner with ODGA to develop Data architecture diagrams for core systems 
· Agencies that do not have a data warehouse to consolidate data across systems can work with ODGA to develop one. 
2 
· Review data architecture diagrams and ensure they are current and accurate.  
3 
· Using ODGA’s metamodel tool, map end to end business processes including data transformation and interfaces to facilitate understanding.   
· Invest in master data management to provide a single point of reference for essential data, even when it is derived from multiple systems. 

2

2

image1.png
Office of Data

O d O Governance
B 4 and Analytics




image2.png
. o o [ J [ ] [ ] ° . D .
. . o [ ] o L] . -
. . [ ] [ ] [ J o . . . .
@ [ J [ ] [ o . . .
[ ] [ ) [ ] ° ° . .
o [ J [ J ° . . .
[ J [ J [ ] ° . ) .
[ J o ° . . .




