[image: ]

Synthetic Data Generator Prompt
Overview
Use this AI prompt to generate synthetic datasets for development, testing, and training environments. This resource helps agencies create realistic test data while ensuring complete protection of personally identifiable information (PII) and sensitive data.
Compliance & Security Notice
· Synthetic data is for NON-PRODUCTION environments only (development, testing, training)
· All generated data must comply with SEC530 (Data Protection) and COV ITRM SEC540 (Data Classification)
· NEVER upload real production data, actual PII, or sensitive administrative credentials into an LLM to "convert" or "mask" them. The prompt is for generating data from scratch based on schema definitions only.
· Check with your agency’s Information Security Officer (ISO) to determine if there is any risk to sharing particular table schemas with public LLM’s
· Review all generated scripts and data before execution in your environment
Pre-Generation Security Checklist
Before using the prompt below, the Project Manager or Lead Developer must confirm:
· The schema being uploaded does not contain sensitive internal comments or metadata
· The target environment for the data is strictly isolated from production networks
· (For Python Scripts) A sandboxed environment (containerized or non-networked) is available for execution
Prompt Text (Copy & Paste to LLM)
Copy and paste the text below into your AI assistant:
	I want you to act as a Senior Data Engineer and Data Governance Specialist for the Commonwealth of Virginia. Your task is to generate a synthetic dataset that mirrors the structure of Virginia state administrative data while ensuring zero exposure of actual PII or sensitive information.
PROJECT PARAMETERS:
Schema Definition: Use the following columns and data types:
[INSERT COMPLETE COLUMN LIST WITH DATA TYPES AND KEYS HERE]
Data Relationships: [IF MULTI-TABLE: Specify foreign key relationships and referential integrity rules]
Volume: Generate exactly [INSERT NUMBER OF ROWS] rows of data.
Output Format: [CSV / SQL INSERT statements / JSON / Parquet]
VIRGINIA-SPECIFIC CONSTRAINTS:
Geographic Realism:
· Use only valid Virginia cities and counties (e.g., Richmond, Virginia Beach, Norfolk, Bedford, Christiansburg, Charlottesville, Newport News, Alexandria)
· Ensure ZIP codes correspond correctly to their Virginia regions
· No real residential addresses may be reused verbatim
· Use valid Virginia county names and FIPS codes when applicable
· All phone numbers should use valid Virginia area codes (434, 540, 571, 703, 757, 804)
Date Standards:
· Use MM/DD/YYYY format for dates unless specified otherwise
· Virginia fiscal year runs July 1 through June 30 - align dates appropriately for budget/fiscal fields
PII Protection:
· All PII fields (names, SSNs, email addresses, phone numbers, addresses) must be completely synthetic
· Do NOT use any real people, public figures, real businesses, or real government employees, even if publicly available
· Ensure no patterns that could be reverse-engineered to identify real individuals
Data Integrity & Business Rules:
· Enforce logical constraints (e.g., "Hire Date" must be after "Birth Date", "End Date" must be after "Start Date")
· Maintain referential integrity across related fields
· Ensure field dependencies are respected (e.g., if Status="Retired", Retirement_Date must not be null)
DATA QUALITY SPECIFICATIONS:
Statistical Distribution:
· Categorical fields: Natural distribution reflecting realistic proportions
· Numeric fields: [Specify: normal distribution / uniform distribution / skewed distribution]
· Date fields: Distributed across realistic time ranges
Data Quality Issues (for testing validation pipelines):
Include approximately 5% data quality issues distributed as follows:
· 2% NULL values in non-required fields
· 1% formatting errors (e.g., invalid date formats, incorrect phone number formats)
· 1% duplicate records (for deduplication testing)
· 1% outliers in numeric fields (values outside expected ranges but not impossible)
· Flag which specific rows contain data quality issues for testing purposes
OUTPUT REQUIREMENTS:
If row count ≤ 50:
· Provide the complete dataset directly in the specified format
If row count > 50:
· Provide a Python script using the Faker library that I can run locally
· Include clear installation instructions and required dependencies with version numbers
· Script must be compatible with Python 3.8+
· Include command-line arguments for row count and output file path
· Add data validation checks in the script to verify integrity constraints
Documentation:
· Provide a data dictionary describing each field, its purpose, data type, and constraints
· Include summary statistics (min/max/mean for numeric fields, unique value counts for categorical fields)
· Confirm that no actual PII patterns exist in the synthetic data
Please confirm you understand these requirements before I provide the schema details.


Implementation Notes
Best Practices
· Large Datasets: For datasets exceeding 100 rows, always request the Python script approach. LLMs may timeout or truncate when generating large amounts of raw data.
· Iterative Refinement: Start with a small sample (10-20 rows) to validate the schema and constraints before generating the full dataset.
· Version Control: Save your specific schema definitions and constraint specifications for reuse across projects.
· Verification Testing: Run the output through a PII-scanner (if available) to ensure no real-world patterns were accidentally replicated
· Code Review: If a Python script is generated, an independent developer must review it for malicious logic or "hallucinated" insecure functions before execution.
· Backups: Never use synthetic data to replace production data backups or archives

This document was developed with the assistance of AI tools. Human editors have reviewed and edited the document and are responsible for the content.
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